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Abstract

Public managers and administrators confront the increasing scale and prevalence
of crises. Despite some deployments, blockchain applications by governments for
emergency management and response management have only begun to scratch
the surface. To facilitate greater awareness of the promises and challenges of
blockchain applications to the public sector, we consider the ways in which distrib-
uted ledger technologies can improve emergency and crisis management across
the dimensions of transparency, public trust, and social equity. The article ends
with a call for a public administration research agenda on blockchains for emer-
gency and crisis management.

Evidence for practice

+ Blockchains are increasingly used by the government and not simply as the
foundational technology for cryptocurrency.

« The unique blockchain affordances, including openness, transparency, and
immutability, are especially desirable for emergency management and crisis
response applications.

« Public sector applications of blockchains can improve emergency and crisis
management on several margins, including information transparency, trust in
government, and social equity.

« Challenges with public sector deployments of blockchain technology include
potentially steep learning curves for public administrators and managers.

« Further progress in overcoming the digital divide is critical for blockchains to
improve crisis management for historically marginalized communities.

The COVID-19 pandemic brought emergency and crisis
management to the forefront of public consciousness
(Thornton, Murphy-Greene, & Simon, 2021). Underserved
and marginalized communities across the globe and
within countries have suffered the most (Deslatte, Hatch, &
Stokan, 2020; Wright & Merritt, 2020). Perceptions of ineg-
uvitable and ineffective government responses generated
calls for fuller inclusion of crisis response into the reper-
toire of public administration scholarship (Di Mascio,
Natalini, & Cacciatore, 2020). Beyond the current pan-
demic, public management and administration scholars
as well as practitioners continue to reflect on ways to
improve emergency management and crisis response in
the wake of government failures in responding to natural
disasters such as Hurricane Katrina.

A parallel trend alongside the increasing scale and
scope of crises is the rapid development of technologies
that promise to improve public service and administrative
processes (McDonald, Bruce, Hall, OFlynn, & van

Thiel, 2022). Increasingly, public administration scholars
are contemplating the uses and risks of Artificial Intelli-
gence by governments (Busuioc, 2021). Less attention has
been placed on blockchains, which in the simplest sense
are databases that record information in a decentralized
fashion that makes that information available to anyone
in a network. Information can be added, but once it is val-
idated through cryptography, that information is available
to anyone in the network, and it cannot be manipulated.
The result is a digital, shared, and automatically synchro-
nized ledger (Hassan & De Filippi, 2021). For crisis and
emergency management, blockchain technology has
great potential to address challenges of response, mitiga-
tion, and recovery.

The existing deployments of blockchain technology
have mostly been with humanitarian organizations
responding to crises in the Global South. For example,
Oxfam International started accepting crypto donations
and provided individuals with cellphones, digital wallets,
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training on how to use them to reduce reliance on paper
vouchers which are more likely to be lost, stolen, or sub-
jected to fraudulent uses, as well as requiring substantial
time to process (Eiven, 2022).

Communities of evacuees in the Global North con-
front similar challenges with delays in getting funds to
evacuees and cumbersome paperwork. Public adminis-
trators and managers also confront issues with corrup-
tion (misuse of public office for private gain) and fraud
(theft by individuals) during crises. Businesses are pro-
viding services to address these challenges. Vendors
such as Amazon and Dell are also offering disaster
recovery as a service (DRaaS). These vendors partner
with nonprofits to offer services such as House in a Box,
which provides individuals affected by crises with a dig-
ital wallet they can use to purchase home goods and to
track volunteer and employee hours (Wolfson, 2022).
Once the hours are tracked, they can be provided to
FEMA, as such recording is necessary to receive funds.
This helps FEMA more effectively allocate resources,
and community organizations such as churches to scale
up operations by improving their ability to communi-
cate activities to the government.

The examples above illustrate how blockchains can be
used by governments. In a country like the United States,
emergency preparation and management could involve
blockchain-based solutions that provide people with digi-
tal wallets, with funds dispersed to those wallets for use
by vendors who accept cryptocurrency. Governments
have incentives to develop them, in part to reduce paper-
work but also to improve the speed with which they are
able to deliver assistance to individuals confronting dis-
placement from crises. Digital wallets also enable individ-
uals to control their information, which could include
health information (such as vaccination status), as well as
to provide a secure way for the government to convey
information to people about the risks of natural disasters
or public health risks.

Our goal here is to raise awareness of the potential for
blockchain technology to improve public management
with a focus on crisis and emergency management.
Below, we explain in more detail what blockchains are
and how blockchains can address issues involving trans-
parency of communication, trust in government, and
social equity that commonly confront emergency man-
agers. We conclude with a call for greater research on
blockchains and public administration.

CHALLENGES CONFRONTING PUBLIC SECTOR
RESPONSES TO CRISES

The increasing scale of crises, even before the current
pandemic, is reason enough to consider whether novel
technologies can assist emergency management and cri-
sis response. In the two decades before the coronavirus
outbreak, over 7000 major disaster events occurred,
claiming 1.23 million lives and nearly $3 trillion in global

economic losses (UN Office for Disaster Risk
Reduction, 2020). Criticism of government responses have
revolved around issues of transparency, trust, and social
equity.

Transparency concerns typically involve government
reporting and sharing of information during crises. In
some instances, governments fail to actively report to the
public about the status of each crisis, and even when they
were open and transparent to the public, governments
sometimes breach individuals’ privacy (Allison, 1971;
Benthall, 1993; Cooper & Block, 2006; Moon, 2020). Public
administration scholars concerned with the response to
Hurricane Katrina have highlighted how lack of transpar-
ency, in particular efforts to control information rather
than publicize risks from the Hurricane, contributed to
delayed preparedness, response, and recovery (Garnett &
Kouzmin, 2007). According to the Bipartisan Select Com-
mittee on Katrina, top officials from the Homeland Secu-
rity and the Federal Emergency Management Agency did
not effectively convey information about risk or needed
preparations, resulting in confusion about an appropriate
action plan to prepare for and respond to the hurricane
(U.S. House, 2006). Relatedly, intergovernmental commu-
nication was found to be lacking (Moynihan, 2009). Trans-
parency is significant in part because it increases
community participation in provision of public goods and
services (Gil-Garcia, Gasco-Hernandez, & Pardo, 2020).
Lack of transparency, alongside failures of communication
channels, are especially challenging during crises because
the public good of crisis response is coproduced by citi-
zens, community organizations, business, and govern-
ment entities. Communication failures make this more
challenging.

Crises also exacerbate public distrust in government.
Historically, when natural disasters took place, public sec-
tors around the world had seen corruption
(Yamamura, 2014). For example, after Hurricane Katrina,
the then-leaders of New Orleans and the region including
the former mayor, Chief Technology Officer, and Execu-
tive Assistant to the mayor, were all found to have
engaged in various forms of corruption (Voigt &
Thornton, 2015). Similarly, after the 2010 Haiti earthquake
in which 200,000 were killed and tremendous property
damage was suffered, most of the $500 million in funds
collected by the Red Cross did not get to the victims
(Elliott & Sullivan, 2015). The current pandemic is not an
exception either, especially in areas with deficits in public
administration prior to the pandemic (Puppim de
Oliveira & Berman, 2021). A consequence of declining
trust is that it undermines collaborative governance
(Bryson, Crosby, & Stone, 2006).

As importantly, major disasters in the United States
reveal ongoing challenges for underserved populations.
For example, Black communities were less likely to be
evacuated and also suffered the most from Hurricane
Katrina (Gooden, Jones, Martin, & Boyd, 2009). In addition,
Black communities were reported to have received fewer
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trailers from FEMA than their neighboring white commu-
nities (Craemer, 2010).

THE POTENTIAL FOR BLOCKCHAINS TO
IMPROVE EMERGENCY AND CRISIS
MANAGEMENT

Unlike other decentralized technologies, such as the Inter-
net or commons-based peer production (e.g., Wikipedia),
blockchains combine openness, transparency, and immu-
tability in ways that no other database can (De Filippi &
Wright, 2018), which makes it a transformational technol-
ogy. Below, we explain how blockchains can address gov-
ernance dilemmas confronting emergency managers
outlined above.

Increasing information transparency and
privacy

The examples above illustrate a key conclusion in the
public administration literature: Information plays a criti-
cal role in emergency and crisis management (Boin &
Lodge, 2016). Information problems with Hurricane
Katrina remain significant for subsequent crises. Block-
chain deployments can address interagency communica-
tion challenges because they are less reliant on a
centralized agency or specialists to govern information.
Blockchains enable open participation in the process of
sharing information. Once that information is shared and
then verified through a consensus, it is an open database
that is immutable and open to any agency, and in the
case of public blockchains, to the public. Another feature
is that information could be automatically shared once
entered through smart contract functions of blockchains.
A smart contract is self-executing once certain conditions
are satisfied. If the government has a protocol that it
wants to follow during a crisis, the use of smart contracts
can ensure that those contracts are automatically exe-
cuted, thus reducing errors that result from the fast-
moving nature of crises and because sharing of informa-
tion can be subject to human error.

The COVID-19 pandemic is another example where
information was an issue and where blockchains, though
such technologies were implemented to an extent, could
offer much promise to address these challenges through
more extensive use by governments. One of the lessons
of the government’s pandemic response is that the public
needs timely updates from the government which
includes sharing information on vaccine data, clinical tri-
als, and so forth. Data on clinical trials and validation of
data on trials could be improved with blockchains to
record and share information and recording antibody
testing. Identities can be placed on blockchains and
linked to biophysical markers. By linking data to biophysi-
cal markers, blockchain technologies can reduce human

error in public health (additionally, fraud is reduced, as
the identification of health records and related informa-
tion are linked to an individual’s body). Additionally, the
management of the pandemic was hampered by ques-
tions about data accuracy. Data dashboards on smart con-
tracts could improve data accuracy as well as address
misinformation by providing immutable records of data
to respond to conspiracy theories. Also, the speed and
accuracy of sharing information among the scientific
community and public health officials globally could
depend on blockchains.

As crises involve more intrusive demands on health
status, privacy may become more of an issue. Privacy con-
cerns about widespread surveillance testing and contact
tracing, actions critical to curtailing cases, may be allevi-
ated through blockchains’ privacy. Blockchains can be
permissioned, and rights of access determined by some
governance protocols. Many of the applications of block-
chains for public sector governance are permissioned or
hybrid, as there are concerns about who has access to
data. Based on this feature of blockchains, the technology
may be used to deliver and share timely and reliable
information within and across national boundaries,
improving transparency in public governance.

Improving trust in government and public
confidence in solutions

During crises, distrust of authorities can result in underes-
timating risks with crises. Eisenman, Cordasco, Asch,
Golden, and Glik (2007) interviewed evacuees in Houston
displaced from Hurricane Katrina. Their study found that
distrust of authorities contributed to minimization of the
perceived risk of Hurricane Katina. The evacuees’ strong
social ties were better suited for social support than
exchange of new information. Consequently, the authors
suggest that social networks such as churches have an
especially significant role in communicating new informa-
tion to individuals during crises. Two of the significant
categories of distrust included competency (beliefs in
qualifications to perform a specific act) and equity (belief
people are treated fairly) (Cordasco, Eisenman, Glik,
Golden, & Asch, 2007).

The studies referenced suggest that deployments of
blockchain can improve crisis response indirectly. Block-
chains can facilitate trust in government by making deci-
sions more transparent, including in public procurements
prior to crises (such as spending on levees in the case of
Hurricane Katrina). blockchains offer a new architecture of
trust which can be deployed in grant disbursement to
address challenges including corruption and fraud. Public
and private institutions will thus be constrained from
opportunism. Another significant aspect of crisis response
is procurement, another area where the current pandemic
revealed challenges with conventional government
responses to public financing of responses to the
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pandemic (Atkinson, McCue, Prier, & Atkinson, 2020).
Blockchains enable a trustworthy record of transactions in
crises, including transfers to individuals and transfers
between governments and service providers through
public procurement. Since governments contract out
much of disaster response, a record of where resources
are spent, and points of failure on supply chains, can
address an important challenge in crises and increase
public confidence in public governance. Blockchains do
not themselves contribute to improvements in social
equity, though greater transparency afforded by block-
chains provide information that can be used to assess the
extent to which resources and personnel were equitably
deployed during crises. Since blockchain technology can
potentially help improve public trust in government, it
can thus increase the prospects that government warn-
ings about natural disasters and public health risks reso-
nate with people (thus contributing to prevention and
preparedness).

Blockchains can also improve perceptions of compe-
tence, as blockchains can improve the coordination of cri-
sis response. Even with the same personnel, a better
technology to coordinate responses to a crisis will lead to
greater trust in government. In any crisis, the response
will be a consequence of coproduction between govern-
ment and other institutions including nonprofits and pri-
vate businesses. Blockchains can create a shared
ecosystem where knowledge and information are shared
among those parties that require such information. As a
result, blockchains can better enable trustworthy collabo-
rations among different organizations and allow the gov-
ernment to track information on who has done what with
respect to crisis response. A collateral benéefit is that peo-
ple may perceive a more competent response to crises
that breeds trust in government.

Blockchains through a social equity lens

Rivera and Knox (2023) define social equity as “The active,
culturally competent, and equal provision of services to
every social group across all phases of emergency man-
agement and the continuing reduction of all groups’
social vulnerability that contributes to desperate physical
and social damages associated with natural, technologi-
cal, and na-tech hazards” (10). They consider social equity
in six dimensions: procedural fairness, access, quality of
service, inclusivity, diversity, and outcomes, each of which
is conceptualized as varying on a continuum.

We see blockchains as especially relevant to proce-
dural fairness, access, and quality of service. Procedural
fairness conceptualizes as equitable allocation of disaster
recovery resources. Blockchains improve public adminis-
trators’ ability to discern and detect what resources have
been allocated and to whom. Access refers to services,
personnel, and information. Information is provided
through mediums that are proven to be used by all

members of a respective public about disasters or emer-
gencies. Quality of service requires that there is no differ-
ence in how services are allocated between groups. An
issue is that blockchains are not used by all. It is not like,
for example, AM radio.

As discussed above, blockchain can improve the pro-
cess of disbursement of funds to minoritized communi-
ties during crises. Individuals from minoritized
communities could have greater ability to track their ben-
efits, and less reliance on intermediaries to access bene-
fits. In addition, improvements in the security of
transactions and reductions in fraud, in general, will dis-
proportionately benefit minoritized communities because
those communities are more likely to be victimized by
fraudulent or incompetent healthcare administrators in
both the public and private sectors (FTC, 2016). Also,
reducing fraud means more resources will be available to
the communities that need them most. To the extent
minoritized communities may rely more on community
organizations for information and services, blockchains
can have significant consequences as well, such as by
improving the ability of nonprofit organizations—
including churches—to validate hours and resources
spent, thereby improving the ability of agencies such as
FEMA to provide additional funds, quickly, to those non-
profits on the frontlines of crisis response.

DISCUSSION AND CONCLUSION

Blockchain technology offers substantial opportunities to
address grand challenges confronting governments
responding to crises, including communication failures,
distrust in government, and inequities in service provi-
sion. Blockchains can improve the ability of government
agencies to coordinate their activities and to manage sup-
ply chains during crises. Digital wallets can be used by
government and nonprofits, and by citizens with the sup-
port of government and nonprofits, to improve the ability
to receive vouchers after crises, with less paperwork.
Blockchains can improve public procurement and reduce
fraud. Improvements in those realms could build trust in
government. Beyond natural disasters, blockchains have a
host of applications in the public health realm that could
provide for superior ability to share information about
vaccinations, as well as to improve the security of health
information. In  short, blockchains offer many
opportunities.

Admittedly, blockchain technology cannot address all
problems that emergency and crisis management face,
and its implementation confronts several challenges. For
instance, since blockchains are relatively new, there is a
learning curve for government officials and the public to
get acquainted with the blockchain technology. Also, the
successful implementation of blockchains depends on
government regulations, as crisis response applications of
blockchains typically involve permissioned blockchains
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where privacy is desirable, or where supply chain involves
goods and services that are highly regulated already. In
addition, a blockchain solution must involve an invest-
ment in technological literacy for it to work. Therefore,
the first focus on a blockchain solution should be to iden-
tify who has historically been excluded, and then proceed
from there.

Despite many opportunities alongside challenges,
governments appear slower to adopt blockchain solu-
tions. To date, blockchains have been deployed mostly by
business. In the public sector, nonprofits have taken a
lead in deploying blockchain solutions for emergency
management and crisis response. The time is ripe to add
blockchains to public administration and management
scholars’ and practitioners’ consideration of the links
between technology and quality of governance and to
consider and study the consequences of implementations
of blockchains in crisis response, ongoing barriers to
adoption, and variation in the adoption of these
technologies.
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